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DETAILED ACTION 

1 . This is in response to the arguments filed on 29 July 2005. 

2. Claims 1-25 are pending in the application. 

3. Claims 1-25 have been rejected. 

Response to Arguments 

4. Applicant's arguments filed 29 July 2005 have been fully considered but they are not 
persuasive. 

On page 4, the applicant argues that Quigley et al does not describe or suggest any 
particular modes of operation for the subscriber cable modem. 

The examiner respectfully disagrees. Quigley et al does teach both modes of operation 
for the subscriber cable modem. Quigley et al teaches a standard mode of operation and a 
privileged mode of operation. 

On page 4, the applicant argues that Quigley et al fails to teach or suggest a standard 
mode driver to extract encrypted data from a digital received signal and a privileged mode driver 
for decrypting encrypted data, which includes one or more control codes, as set forth in 
independent claim 1 . 

The examiner respectfully disagrees. Quigley et al teaches that the encryption is unique 
for every subscriber. Encrypted data is forwarded to a downstream processor. If the cable 
modem represents a subscriber then the cable modem is able to operate in privileged mode. 
Once in privileged mode, the cable modem is able to decrypt the encrypted data. 

On page 4, the applicant argues that Quigley et al also fails to teach or suggest receiving 
encrypted data over a communications channel in a standard processing mode of a processing 
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unit and transitioning the processing unit into a privileged mode, as set forth in independent 
claim 15. 

The examiner respectfully disagrees. Quigley et al teaches that the encryption is unique 
for every subscriber. Encrypted data is forwarded to a downstream processor. If the cable 
modem represents a subscriber then the cable modem is then transitioned to operate in privileged 
mode. Once in privileged mode, the cable modem is able to decrypt the encrypted data. 

On page 4, the applicant argues that Quigley et al fails to teach or suggest decrypting 
encrypted data in a privileged processing mode or extracting control codes from the decrypted 
data in the privileged mode, as set forth in independent claim 15. 

The examiner respectfully disagrees. As discussed above, if the cable modem represents 
a subscriber the cable modem will be able to operate in privileged mode. The data and the 
control data are parsed in the downstream processor. If the cable mode represents a subscriber, 
the cable modem is able to decrypt the data. 

On page 5, the applicant argues that Weidner to teach passing pointers indicating 
locations of encrypted data in memory, Bestock to teach extracting user data from decrypted 
data, and Albrecht to teach a BIOS memory. The applicant argues that none of the secondary 
references remedy the fundamental deficiencies of the primary reference. The applicant argues 
that the prior art of record also fails to provide any suggestion or motivation to modify the prior 
art to arrive at the applicants' claimed invention. 

The examiner respectfully disagrees. As described above, the primary references 
contain no deficiencies. The only deficiencies that the Weidner and Bestock reference were used 
for were the limitations of passing pointers indicating locations of encrypted data in memory, 
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extracting user data from decrypted data, and a BIOS memory. In response to applicant's 
argument that there is no suggestion to combine the references, the examiner recognizes that 
obviousness can only be established by combining or modifying the teachings of the prior art to 
produce the claimed invention where there is some teaching, suggestion, or motivation to do so 
found either in the references themselves or in the knowledge generally available to one of 
ordinary skill in the art. See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988)and In 
re Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). 

On page 5, the applicant argues that the primary reference teaches away from the present 
invention. The applicant argues that Quigley et al teaches that the subscriber cable modem 
extracts encrypted data and decrypts the data while in the same operating mode. 

The examiner respectfully disagrees. As shown above, the examiner has pointed out the 
two modes of operation. Therefore, Quigley et al does not teach away from the reference. 
Quigley et al does not teach that the subscriber cable modem extracts encrypted data and 
decrypts the data while in the same operating mode. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 
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5. Claims 1, 3-5, 9-12, 15, 17, 18, 20-22 and 25 are rejected under 35 U.S.C 102(e) as being 
anticipated by Quigley et al U.S. Patent No. 6,650,624 Bl. 

As to claims 1 and 15, Quigley et al discloses a communications system, comprising: 

a physical layer hardware unit adapted to communicate data over a 
communications channel in accordance with assigned transmission parameters, 
the physical layer hardware unit being adapted to receive an incoming signal over 
the communications channel and sample the incoming signal to generate a digital 
received signal [column 24 line 54 to column 25 line 6]; and 

a processing unit adapted to execute a standard mode driver in a standard 
mode of operation and a privileged mode driver in a privileged mode of operation, 
wherein the standard mode driver includes program instructions adapted to 
extract encrypted data from the digital received signal and pass the encrypted data 
to the privileged mode driver, and the privileged mode driver includes program 
instructions adapted to decrypt the encrypted data to generate decrypted data 
including control codes and transfer the control codes to the physical layer 
hardware unit, the physical layer hardware being adapted to configure its assigned 
transmission parameters based on the control codes [column 24 line 54 to column 
25 line 6]. 

As to claim 3, Quigley et al discloses that the privileged mode of operation comprises a 
system management mode of operation [column 26, lines 42-51]. 
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As to claim 4 and 17, Quigley et al discloses that the standard mode driver includes 
program instructions adapted to issue a signal to the processing unit to initiate a change from the 
standard mode of operation to the privileged mode of operation [column 25, lines 29-36]. 

As to claims 5 and 18, Quigley et al discloses that the signal comprises a system 
management interrupt [column 14, lines 24-36]. 

As to claim 9, Quigley et al discloses that the privileged mode driver include program 
instructions adapted to encrypt the control codes and pass the encrypted control codes to the 
standard mode driver [column 24 line 54 to column 25 line 6]. Quigley et al discloses that the 
standard mode driver includes instructions adapted to send the encrypted control codes to the 
physical layer hardware unit [column 24 line 54 to column 25 line 6]. Quigley et al discloses 
that the physical layer hardware unit is adapted to decrypt the encrypted control codes to 
reconstruct the control codes [column 24 line 54 to column 25 line 6]. 

As to claim 10, Quigley et al discloses that the privileged mode driver includes 
instructions adapted to transfer the control codes directly to the physical layer hardware unit 
[column 25, lines 7-18]. 

As to claim 11, Quigley et al discloses that the processing unit comprises a computer 
[column 11, lines 16-25]. 

As to claim 12, Quigley et al discloses that the computer includes: 

a processor complex adapted to execute the program instructions in the 
standard mode driver and the privileged mode driver [column 25, lines 19-35]; 
a bus coupled to the processor complex [column 25, lines 19-35]; and 
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an expansion card coupled to the bus, the expansion card including the 
physical layer hardware [column 25, lines 19-35]. 
As to claim 20, Quigley et al discloses sending the control codes to a communications 
device adapted to transmit the upstream signal in the privileged processing mode [column 26, 
lines 17-42]. 

As to claim 21, Quigley et al discloses the method further comprising: 

encrypting the control codes in the privileged processing mode [column 25 
line 45 to column 26 line 16]; 

transitioning the processing unit into the standard processing mode 
[column 25 line 45 to column 26 line 16]; and 

sending the encrypted control codes to a physical layer device adapted to 
transmit the upstream signal in the standard processing mode [column 25 line 45 
to column 26 line 16]. 
As to claim 22, Quigley et al discloses the method further comprising: 

decrypting the encrypted control codes in the physical layer device 
[column 24 line 54 to column 25 line 6]; and 

configuring the physical layer device based on the control codes [column 
24 line 54 to column 25 line 6]. 
As to claim 25, Quigley et al discloses a modem, comprising: 

means for receiving encrypted data over a communications channel in a 
standard processing mode of a processing unit [column 24 line 54 to column 25 
line 6]; 
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means for transitioning the processing unit into a privileged processing 
mode [column 24 line 54 to column 25 line 6]; 

means for decrypting the encrypted data in the privileged processing mode 
[column 24 line 54 to column 25 line 6]; 

means for extracting control codes from the decrypted data in the 
privileged processing mode [column 24 line 54 to column 25 line 6]; and 

means for transmitting an upstream signal over the communications 
channel based on transmission assignments defined by the control codes [column 
25, lines 7-18]. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

6. Claims 2 and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable over Quigley 

et al U.S. Patent No. 6,650,624 Bl as applied to claims 1 and 15 above, and further in view 

of Fleming, III et al U.S. Patent No. 6,212,360 Bl. 

As to claims 2 and 16, Quigley et al does not teach that the control codes include at least 
one of a power level assignment, a frequency assignment, and a time slot assignment. 

Fleming, III et al teaches control codes that include at least one of a power level 
assignment, a frequency assignment, and a tune slot assignment [column 1 1 line 60 to column 12 
line 13]. 
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Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Quigley et al so that the control code would have 
been power level assignment. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Quigley et al by the teaching of Fleming, III et al because 
adjusting power in the modem it helps overcome rain fades in wireless or satellite systems 
[column 2, lines 39-46]. 

7. Claims 6 and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable over Quigley 
et al U.S. Patent No. 6,650,624 Bl as applied to claims 1 and 15 above, and further in view 
of Weidner et al U.S. Patent No. 5,987,572. 

As to claims 6 and 1 9, Quigley et al teaches that the processing unit includes a memory 
device adapted to store the encrypted data [column 25, lines 7-18]. 

Quigley et al does not teach that the standard mode driver includes program instructions 
adapted to pass a pointer indicating a location of the encrypted data within the memory device to 
the privileged mode driver. 

Weidner et al teaches program instructions adapted to pass a pointer indicating a location 
of the encrypted data within the memory device to the privileged mode driver [column 4, lines 7- 
35]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Quigley et al so that there would have been 
program instructions adapted to pass a pointer indicating a location of the encrypted data within 
the memory device to the privileged mode driver. 
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It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Quigley et al by the teaching of Weidner et al because it 
protects data communicated between the processor and the memory [column 2, lines 9-12]. 
8. Claims 7, 8, 23 and 24 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Quigley et al U.S. Patent No. 6,650,624 Bl as applied to claims 1 and 15 above, and further 
in view of Bestock U.S. Patent No. 5,363,449. 

As to claims 7, 8, 23 and 24, Quigley et al does not teach that the privileged mode driver 
includes program instructions adapted to extract user data from the decrypted data and pass the 
user data to the standard mode driver. Quigley et al does not teach that the processing unit 
includes a memory device adapted to store the user data. Quigley et al does not teach that the 
privileged mode driver includes program instructions adapted to pass a pointer indicating a 
location of the user data within the memory device to the standard mode driver. 

Bestock teaches a privileged mode driver that includes program instructions adapted to 
extract user data from the decrypted data and pass the user data to the standard mode driver. 
Bestock teaches that the processing unit includes a memory device adapted to store the user data. 
Bestock teaches that the privileged mode driver includes program instructions adapted to pass a 
pointer indicating a location of the user data within the memory device to the standard mode 
driver [column 4, lines 6-66]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Quigley et al so that a privileged mode driver 
would have included program instructions adapted to extract user data from the decrypted data 
and pass the user data to the standard mode driver. The processing unit would have included a 
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memory device adapted to store the user data. The privileged mode driver would have included 
program instructions adapted to pass a pointer indicating a location of the user data within the 
memory device to the standard mode driver. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Quigley et al by the teaching of Bestock because 
verification of a user is taking place on an ongoing basis [column 2, lines 9-28]. 
9, Claims 13 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Quigley et al U.S. Patent No. 6,650,624 Bl as applied to claim 1 above, and further in view 
of Albrecht et al U.S. Patent No. 6,510,521 Bl. 

As to claims 13 and 14, Quigley et al does not teach that the processing unit includes a 
system basic input output system (BIOS) memory adapted to store the privileged mode driver. 
Quigley et al does not teach that the processing unit is adapted to load the privileged mode driver 
from the system BIOS into a protected memory location during initialization of the computer. 

Albrecht et al teaches that the processing unit includes a system basic input output system 
(BIOS) memory adapted to store the privileged mode driver. Albrecht et al teaches that the 
processing unit is adapted to load the privileged mode driver from the system BIOS into a 
protected memory location during initialization of the computer [column 4, lines 23-44]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Quigley et al so that a system basic input output 
system (BIOS) memory would have been adapted to store the privileged mode driver. The 
processing unit would have been adapted to load the privileged mode driver from the system 
BIOS into a protected memory location during initialization of the computer. 
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It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Quigley et al by the teaching of Albrecht et al because it 
provides a more robust approach to preventing unauthorized access to non-volatile storage, in 
particular, an approach that does not rely on the access method not being known [column 1, lines 
27-32]. 

Conclusion 

10. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aravind K. Moorthy whose telephone number is 571-272-3793. 
The examiner can normally be reached on Monday-Friday, 8:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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